DYNAMIC RISK ASSESSMENT
FOR CRITICAL
NATIONAL INFRASTRUCTURES

MOTIVATION PROBLEM

Attacks against Industrial Control Systems (ICS) Traditional risk assessments are static and they
are becoming increasingly more frequent. ICS are are nowhere near real-time representation.
critical to the safety of Critical National During on-going cyber attack it is deemed
Infrastructures (CNI), however they combine necessary to understand its implications and
legacy systems with modern Internet of Things attacker's motives to isolate compromised parts
(loT) devices which expose them to greater cyber and maintain the CNI in a semi-operating state
risks. CNI cannot simply shut down in case of a while eliminating the threat.

cyber attack as this might be disruptive.

Catastrophic Incident Fault Trees (IFTs) are frequently used in

Example of an IFT event risk assessments as they provide a retrospective
ﬁ modelled representation of safety incidents.
- However modelling severe cyber threats against
Network - ICS leads to the creation of multiple and
Intrusion complicated IFTs which even a safety
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